:: EB:S{JTﬁSc'i'L TeachingEnglish

TeachingEnglish:
Digital citizenship
and online skills

Workbook

Your reflective journal
and additional resources

Y,



Foreword

Welcome to the workbook for Digital citizenship and online skills Thank you for
downloading it to continue your professional development with TeachingEnglish training.

In this workbook, you'll find learning resources, reflection prompts and practical support
to apply new ideas from Digital citizenship and online skills. On this course, you'll
enhance your understanding of digital citizenship and your ability to help learners
protect themselves online, be kind to others and assess information they find.

You can use this workbook to develop your skills at any time, whether you're enrolled on
the course or not. This workbook supports learning with colleagues, connecting with
educators online, or working independently.

We're looking forward to learning with you.

The TeachingEnglish training team
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What are TeachingEnglish
training courses?

TeachingEnglish training courses for teachers offer self-study modules, live events,
resources and discussions with over 99,000 teachers in our Courses for teachers
Facebook community — and this self-study workbook. Get practical support and advice
from course tutors and other teachers as you try out new ideas in your classroom.

Self-study modules

Each online course takes around 12 hours to
complete and includes:

* an introductory Getting started module

» three core modules exploring a different
aspect of teaching

» downloadable resource documents for each
module, containing extra materials and links

 a certificate of achievement on successful
completion of all modules.

You can revisit activities as many times as you like before the course ends. Find out
more about our free self-study modules, what they cover, when they're available and
how to enrol.

@ Courses for teachers community

Get the support you need to apply course ideas in your classroom in our supportive
Facebook community. Learn with course tutors and other educators following our
courses, access extra learning resources, join live events and participate in discussions.

Live events

Attend live events led by course tutors and expert educators, or watch the recordings in
our Facebook group or YouTube. These sessions offer teaching ideas and a chance to
ask questions and share your own insights.

Workbook

Use this workbook to record key course content, questions for the community, links to
resources and ideas from extra materials or live events. You can save it online, print it or
do both.


https://www.teachingenglish.org.uk/training/courses
https://www.facebook.com/groups/coursesforteachers
https://www.facebook.com/groups/coursesforteachers
https://www.facebook.com/groups/coursesforteachers
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How can you develop your
teaching knowledge and skills?

This workbook provides guidance and prompts to help you reflect on your teaching,
identify useful changes, plan how to apply them and learn from the process. We hope
you'll use this reflective cycle as part of your ongoing professional development.

Using this reflective cycle during your course
will help you learn from experience and
improve your teaching. It can deepen your
learning by guiding you to apply new ideas,
assess their impact and adjust your approach.
Use it after lessons, when trying new
strategies or when facing challenges. By
making reflection a habit, you'll continue to
grow as a practitioner and better support
your learners.

Use the following questions to guide you through
the reflective cycle as you apply your learning from the course.

What did | expect to happen?
What actually happened?
What was the result?

How did | feel before, during and after?
How did my learners feel about what happened?

What went well and what didn’t?
How do | know what worked or didn’t work?

Why did things turn out this way?
What could help me understand the situation better?
What did I learn?

What could | have done differently?
What skills or knowledge do | need to improve?

What will I do next time?
What support or resources will | need?
When will | take action?



Module one: Digital footprint

Overview

The aim of this module is to help you as a language teacher know how you leave a
footprint or trail as you navigate your online life and why you must be aware of that
footprint and its influence on your and your learners’ futures. You will learn how your
footprint is built and where it can be found, what impact this footprint can have and how
to build one that serves you well.

Can you now ...?

define basic vocabulary related to digital footprints?

identify ways you leave trails online?

recognise how your digital footprint can affect organisations you belong to?
explain how to monitor and protect your digital footprint?

recognise how digital footprints can affect an individual’s future?

explain how to positively manage a digital footprint?

NN

Show how confident you feel now in terms of helping learners to positively manage their
digital footprints by putting a mark on the cline. You can return to these objectives and
move your mark as you learn and make changes to your teaching.

Notconfident ) O O O O O O O O O Vvery confident

Consider how you help learners stay safe online. What happens where you teach?
How does that affect you and your learners?

What would you like to happen? How can you best help your learners stay safe
online? What skills or knowledge might you need?
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Further reading, teaching and learning resources

You can access the following resources at any time, whether the course and self-study

modules are open or not.

Time
(mins)
2

(o2 RN RN S, RIS )

10
10
30
30
40
60

60
180

At TeachingEnglish, we're constantly updating and adding to the selection of free
articles, publications, lesson plans, live sessions and webinars available for teachers.

Type

Watch
Watch
Watch
Read
Read
Watch
Use
Read
Read
Read
Use
Watch

Watch
Watch

Resource description (tap/click to open)

Video: Follow the digital trail

Video: What is a digital footprint?

Video: Oversharing and your digital footprint

Article: What do | need to know about sharing things online?
Article: Understanding and managing your online reputation
Video: When is your brain ready for social media?

Lesson plan (45 minutes): How the internet changed our lives
Article: Online safety tips for parents and carers

Guidelines: Online safety resource for schools

Report: Safer Internet Day 2025

Teaching resources: Safer internet day 2025

Webinar: How to protect young learners and teens

Webinar: Safer internet day
Webinars: Al for inclusion

Check our TeachingEnglish website and TeachingEnglish YouTube for the latest
resources.

Use this space to note ideas that may help your learners to positive manage their

digital footprints.

Remember, you can get new teaching ideas from the self-study modules, further

reading, teaching and learning resources, live events or the Courses for teachers

community.


https://www.teachingenglish.org.uk/search/site/Digital%20citizenship%20and%20online%20skills?site_structure_root=All&site_structure_root_1=All
https://www.youtube.com/@BritishCouncilTeachingEnglish
https://www.youtube.com/watch?v=7bRZdUtmH8k
https://www.youtube.com/watch?v=ixxb4BWCBwY
https://www.youtube.com/watch?v=ottnH427Fr8
https://www.childnet.com/help-and-advice/what-do-i-need-to-know-about-sharing-things-online/
https://saferinternet.org.uk/guide-and-resource/teachers-and-school-staff/professional-reputation
https://www.youtube.com/watch?v=4b0i9yLooHI
https://www.teachingenglish.org.uk/article/how-internet-has-changed-our-lives
https://saferinternet.org.uk/safer-internet-day/safer-internet-day-2025/tips-for-parents-and-carers
https://internationalschools.britishcouncil.org/hubfs/Exams%20-%20ISE%20Microsite/eSafety%20Guides/online_safety_resource_for_schools_-_digital_version.pdf?hsLang=en
https://saferinternet.org.uk/safer-internet-day/safer-internet-day-2025/research
https://saferinternet.org.uk/safer-internet-day/safer-internet-day-2025/education-resources
https://www.teachingenglish.org.uk/news-and-events/world-teachers-day/2020/how-build-secure-online-environment-protect-young-learners
https://www.britishcouncil.org/education/schools/education-exchange-digital-events/safer-internet-day
https://www.teachingenglish.org.uk/news-and-events/webinars/webinars-teachers/ai-inclusion-webinars
https://www.facebook.com/groups/coursesforteachers
https://www.facebook.com/groups/coursesforteachers

Module two: Digital empathy

Overview

The aim of this module is to help you as a language teacher think about yourself and
your learners as part of the online community, and how your words and actions can
have a positive impact on that community.

Can you now ...?

[] identify ways you communicate with your online communities?

[] recognise the benefits and risks of online relationships?

[] reflect on how relationships are affected by online activities?

[[] describe negative online behaviours and how to respond to them?

Show how confident you feel now in terms of exploring and building empathy with your
learners by putting a mark on the cline. You can return to these objectives and move
your mark as you learn and make changes to your teaching.

Not confident O O O O O O O O O O Very confident

Consider how learners develop empathy. What happens where you teach? How
does that affect you and your learners? How do you feel about it?

What would you like to happen? Which ways of developing empathy work best in
your context? What skills or knowledge might you need?



Further reading, teaching and learning resources

You can access the following resources at any time, whether the course and self-study
modules are open or not.

Time
(mins)
2

5

10

30
45

55
60
60
60
60
60
60
60
90

Type

Read

Watch
Read

Watch
Read

Watch
Watch
Watch
Watch
Watch
Watch
Watch
Watch
Read

Resource description (tap/click to open)

Definition: Empathy

Videos: Online respect and relationships.

Article: Teacher educator self-awareness

Video: Creating a positive rapport with your learners
Lesson plans (60 minutes): Listening and empathy
Webinar: An online community project

Webinar: Digital storytelling and multimedia projects
Webinar: Picturebooks for empathy and social justice
Webinar: Intercultural learning in your classroom
Webinar: Graphic novels in the secondary classroom
Webinar: Nurturing emotional intelligence through literature
Webinar: How to teach people skills in the ELT classroom
Webinar: How to teach global citizenship

Publication: Picturebook lesson series

At TeachingEnglish, we're constantly updating and adding to the selection of free
articles, publications, lesson plans, live sessions and webinars available for teachers.
Check our TeachingEnglish website and TeachingEnglish YouTube for the latest
resources.

Use this space to note ideas that may help your learners to be more empathetic.

Remember, you can get new teaching ideas from the self-study modules, further
reading, teaching and learning resources, live events or the Courses for teachers
community.


https://www.teachingenglish.org.uk/search/site/Digital%20citizenship%20and%20online%20skills?site_structure_root=All&site_structure_root_1=All
https://www.youtube.com/@BritishCouncilTeachingEnglish
https://www.teachingenglish.org.uk/professional-development/teachers/teaching-knowledge-database/d-h/empathy
https://saferinternet.org.uk/safer-internet-day/safer-internet-day-2022/films
https://www.teachingenglish.org.uk/professional-development/teacher-educators/contributing-profession/articles/teacher-educator-self-3
https://www.youtube.com/watch?v=v-7VR8h1XlI&list=PLvCfA99qTst8CR9e12jBQGKjifV5H1s_D&index=1&t=23s
https://www.teachingenglish.org.uk/community/top-stories/new-lesson-plans-listening-and-empathy
https://www.teachingenglish.org.uk/article/single-voices-global-choices-online-community-project
https://youtu.be/lD6Y7W0fmzQ
https://www.teachingenglish.org.uk/news-and-events/webinars/webinars-teachers/picturebooks-spark-empathy-and-social-justice-actions
https://www.teachingenglish.org.uk/news-and-events/webinars/webinars-teachers/practical-tips-promote-intercultural-learning-your
https://www.teachingenglish.org.uk/news-and-events/webinars/webinars-teachers/window-world-graphic-novels-secondary-english-language
https://www.teachingenglish.org.uk/news-and-events/world-teachers-day/2022/nurturing-emotional-intelligence-through-literature
https://www.youtube.com/watch?v=YGD4VEbRkR8&list=PLvCfA99qTst85nBsCDTTdTIJpku6KATWe
https://www.youtube.com/watch?v=3M6m-CkzRJY&list=PLvCfA99qTst85nBsCDTTdTIJpku6KATWe&index=2
https://www.teachingenglish.org.uk/publications/resource-books/picturebook-lesson-series-exploring-social-issues
https://www.facebook.com/groups/coursesforteachers
https://www.facebook.com/groups/coursesforteachers

Module three: Critical thinking
online

Overview

The aim of this module is to help you as a language teacher differentiate between
different types of digital media and guide your students to think critically about the
information they encounter online. You will explore different types of media how they
can be manipulated to influence outcomes as well as learning to sort truth from fake
news.

Can you now ...?

identify different types of digital media?

use strategies to search for information online?

understand how to access and share content legally?
recognise barriers to critical thinking about information online?
understand how and why digital media can be altered?

identify fake news online?

OOooodo

Show how confident you feel now in terms of helping learners to find and evaluate
online information by putting a mark on the cline. You can return to these objectives and
move your mark as you learn and make changes to your teaching.

Not confident O O O O O O O O O O Very confident

Consider online critical thinking skills. What happens where you teach? How does
that affect you and your learners? How do you feel about it?

What would you like to happen? How can you help learners find and evaluate
information online in your context?
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Further reading, teaching and learning resources

You can access the following resources at any time, whether the course and self-study
modules are open or not.

Time Type Resource description (tap/click to open)

(mins)

2 Watch  Video: Flashcard activities to get primary learners thinking
10 Read  Article: Helping learners evaluate websites

10 Use Lesson plan: Fake news

10 Use Lesson plan (90 minutes): Escape

10 Use Lesson plan (60 minutes): The mystery of the sand

30 Listen  Podcast: 21st century skills

30 Watch  Video: How to develop thinking skills in primary learners?
30 Listen  Podcast: Critical thinking and ELT

60 Watch  Webinar: Critical and creative thinking in the classroom
60 Watch  Webinar: Integrating 21st century skills

60 Watch  Webinar: Lifelong learning skills

60 Watch  Webinar: What are 21st century skills?

180  Watch Webinars: Al for learning

180  Watch Webinars: Multimodal classrooms

At TeachingEnglish, we're constantly updating and adding to the selection of free
articles, publications, lesson plans, live sessions and webinars available for teachers.
Check our TeachingEnglish website and TeachingEnglish YouTube for the latest
resources.

Use this space to note ideas that may help you develop learners’critical
thinking skills.

Remember, you can get new teaching ideas from the self-study modules, further
reading, teaching and learning resources, live events or the Courses for teachers
community.

10


https://www.teachingenglish.org.uk/search/site/Digital%20citizenship%20and%20online%20skills?site_structure_root=All&site_structure_root_1=All
https://www.youtube.com/@BritishCouncilTeachingEnglish
https://www.youtube.com/watch?v=dyj6Aqvh7Dk&list=PLvCfA99qTst8CR9e12jBQGKjifV5H1s_D&index=4
https://www.edutopia.org/article/teaching-students-evaluate-websites
https://www.teachingenglish.org.uk/article/fake-news
https://www.teachingenglish.org.uk/teaching-resources/teaching-secondary/lesson-plans/intermediate-b1/escape-3-lower-level
https://www.teachingenglish.org.uk/teaching-resources/teaching-secondary/lesson-plans/upper-intermediate-b2/mystery-sand
https://www.teachingenglish.org.uk/article/education-focus-4-21st-century-skills
https://www.youtube.com/watch?v=21Y4FDJSFwQ&list=PLvCfA99qTst8CR9e12jBQGKjifV5H1s_D&index=11
https://www.teachingenglish.org.uk/professional-development/podcast/teaching-english/what-critical-thinking-and-how-can-we-integrate
https://www.teachingenglish.org.uk/article/two-sides-same-coin-critical-and-creative-thinking-elt-classroom
https://youtu.be/r6rDxSERMmQ
https://www.teachingenglish.org.uk/news-and-events/webinars/webinars-teachers/lifelong-learning-skills-21st-century-classroom
https://www.youtube.com/watch?v=s_GdUsWmylI&list=PLvCfA99qTst85nBsCDTTdTIJpku6KATWe&index=6
https://www.teachingenglish.org.uk/news-and-events/webinars/webinars-teachers/ai-learning-mini-event
https://www.teachingenglish.org.uk/news-and-events/webinars/webinars-teachers/multimodal-classrooms-mini-event
https://www.facebook.com/groups/coursesforteachers
https://www.facebook.com/groups/coursesforteachers

What are you going to change?

Now plan to change your teaching. Starting with a SMART goal will help you make the
change and better understand the impact it makes.

A SMART goal is:

+ Specific (What exactly do you want to achieve?)

* Measurable (How will you know if it happened and the difference it made?)
« Achievable (Is it challenging but possible?)

* Relevant (Does it help you and your learners?)

* Timebound (When will you do it?)

Look back through this workbook and think about your learners. Choose one thing
you'd like to be different about your teaching or classroom experience. Write it as a
SMART goal.

Something I'd like to be different in my classroom or teaching is ...

A change | can make that will help achieve that is ...

| will need ...

Some challenges might be ...

To solve those challenges, | could ...

1



What have you learned from
making a change?

Make the change you planned in the last section, then reflect upon it. Sharing your

answers to the following questions will guide you through the reflective cycle on
page four.

The change | made was ... When | made the change, my learners ...

After making the change, | felt ... My learners felt ...

Some good/bad things about the change were ... | know this because ...
| think things happened this way because ...
The main things | learned from making this change to my teaching are ...

In future I will ... | will develop the skills and knowledge | need by ...

12



What can you do next?

Well done, you've made it to the end of the course! We hope you've found it useful and
you'll join us on another very soon.

By completing this workbook, you've also followed a reflective cycle (page four) —
congratulations! You can use the reflective questions on page 12 to help you to reflect
on and learn from other changes you make in your classroom. We hope you will
continue to do this and share your experiences, insights and questions with other
teachers in your school or community of practice (for example our Courses for teachers
community).

Do you have any questions about the course contents? Share them with our Courses for
teachers community and get advice and feedback from our tutors and 99,000+
members. You can also:

Join another free TeachingEnglish training course.

Connect with course tutors and 99,000+ teachers around the world in our
Courses for teachers community on Facebook.

Explore our framework for teacher knowledge and skills for inspiration,
support and materials.

Access TeachingEnglish webinars for teachers and teacher educators.
Listen to TeachingEnglish podcasts for teachers.
Explore our playlists and recorded events.

Find out what else is happening on TeachingEnglish.



https://www.facebook.com/groups/coursesforteachers/permalink/1574397486519633
https://www.facebook.com/groups/coursesforteachers/permalink/1574397486519633
https://www.teachingenglish.org.uk/training/courses
https://www.facebook.com/groups/coursesforteachers/permalink/1254178695208182
https://www.teachingenglish.org.uk/professional-development/teachers?utm_campaign=ce-all-teachingenglish-global-TrainingWorkbooks&utm_source=direct&utm_medium=workbook
https://www.teachingenglish.org.uk/professional-development/teachers?utm_campaign=ce-all-teachingenglish-global-TrainingWorkbooks&utm_source=direct&utm_medium=workbook
https://www.teachingenglish.org.uk/news-and-events/webinars?utm_campaign=ce-all-teachingenglish-global-TrainingWorkbooks&utm_source=direct&utm_medium=workbook
https://www.teachingenglish.org.uk/professional-development/podcast?utm_campaign=ce-all-teachingenglish-global-TrainingWorkbooks&utm_source=direct&utm_medium=workbook
https://www.youtube.com/@BritishCouncilTeachingEnglish
https://www.teachingenglish.org.uk/community/top-stories?utm_campaign=ce-all-teachingenglish-global-TrainingWorkbooks&utm_source=direct&utm_medium=workbook
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